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Abstract.

Rapid technological advances demand innovation in teaching while
simultaneously creating challenges in adapting and utilizing digital tools.
This study, using the PRISMA-based Systematic Literature Review (SLR)
method, explores a model for strengthening Knowledge Management (KM)
through digital literacy. The study's findings highlight that strengthening
KM with digital technology is key to creating an efficient and innovative
academic ecosystem. Utilizing online learning platforms and digital
collaboration tools makes knowledge sharing more effective. Furthermore,
ongoing training and adequate infrastructure support encourage a more
collaborative learning environment. Universities need to design and
implement a Knowledge Management integration model that aligns with
technological advancements and academic needs. A holistic approach,
encompassing technology, processes, and organizational culture, enhances
digital literacy and the culture of knowledge sharing among lecturers,
ultimately enhancing the effectiveness of knowledge management and
academic competitiveness in the digital era.
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l. INTRODUCTION

The challenges of higher education in the era of revolution and social society require knowledge
management to optimize the Tri Dharma of higher education. The Annual Report of the Ministry of
Education, Culture, Research, and Technology (2021) shows that the number of scientific publications by
lecturers in Indonesia is still relatively low compared to neighboring countries in Southeast Asia due to the
minimal involvement of lecturers in the knowledge management process in terms of knowledge acquisition,
sharing, and application of knowledge. The World Bank report entitled "Indonesia's Higher Education
System: Improving Efficiency and Effectiveness” (2018), shows that research conducted by lecturers in
higher education is relatively low in knowledge management and collaborative learning and does not
implement knowledge sharing properly, thus affecting scientific productivity. Knowledge management has
an impact on organizational operations, management support and incentives have a significant positive
relationship to knowledge implementation, allowing rapid adaptation to changing environments, validated
positive impacts on working conditions, service quality, and support change management practices, and have
an impact on organizational operations [1], [2], [3]. Knowledge management practices in universities are at a
high level, with knowledge storage as the highest practice, and knowledge application as the lowest.
Organizational learning practices in universities are also at a high level, with informal learning as the most
frequent practice [2].

Educational planning includes the preparation of learning plans with an active student-centered
model with a mentoring pattern that combines academic, career, and personal-social guidance. Educational
services enhance lecturers' capabilities in research, publication, and community service [4]. On the other
hand, most lecturers have basic technical skills to teach online but require strategic solutions to ensure
learning objectives are achieved [5]. The active role of lecturers in higher education is very important in
developing educational competence and leadership. To realize effective educational transformation, a shift is
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needed from mere discourse to real action, involving the involvement and commitment of lecturers as leaders
of change. Lecturers are expected not only to play a role in transferring knowledge but also in leading the
process of sustainable change, both in the classroom and in educational policy more broadly [6]. The low
digital competence of lecturers indicates the need for training in technology and pedagogy [7]. In the era of
digital transformation of education, lecturers need to be given digital literacy training to improve the quality
of learning in the digital era [8].The role of lecturers continues to evolve from knowledge holders to digital
learning facilitators [9]. Teachers have an intermediate level of digital competence and require continuous
training to optimally utilize technology [5].

Lecturers have an intermediate level of digital competence and require continuous training to
optimally utilize technology [10]. Knowledge management does not have a significant effect on
organizational culture and performance [11]. The importance of continuous learning for lecturers is strongly
emphasized in this study, which also highlights the need for artificial intelligence (Al) literacy and the
development of adaptive curriculum strategies in digital assessment practices [12]. Most lecturers utilize
digital technology in teaching, with digital competence supporting collaborative learning and knowledge
building [13].Most academics recognize the benefits of using technology in education and support its
implementation in teaching practice to maximize the effectiveness of technology integration in the teaching
and learning process [14]. The importance of developing human capacity with technology [15]. The
dependence of the assessment of the quality of education on attitudes towards academic mobility: the higher
the students evaluate the experience of participating in academic mobility, the higher they assess the quality
of education [16].Universities that have begun to adopt digital technology but lack training and limited
infrastructure are major factors in the failure of implementing knowledge management [17]. Countries tend
to buy complex skills if there is a need domestically and local education programs are inadequate, potentially
increasing by utilizing high-tech transfer, thus helping universities develop effective strategies to export
continuing education services to international markets [18].

The application of the learning inquiry model in universities, especially in the digital environment,
drives the transformation towards personal education logistics, utilizing technology for personalized
education, increasing student engagement, and creating a more flexible and adaptive education system [19].
The existence of ChatGPT can transform higher education, especially in the assessment and management of
knowledge, but ethical challenges and technological dependency need to be overcome so that lecturers must
increase digital technology literacy to use it effectively [20]. Digitalization drives the transformation of
higher education institutions to adapt to new challenges and technologies and provides insights for
governments and academics to innovate in higher education [21]. The integration of flipped learning models
with ICT increases student collaboration, independence, and motivation, with the selection of the right
information technology as the key to success [22]. Digitalization widens the gap in students' understanding,
especially in digitalization, so a long-term transition to digital education is recommended [23].The construct
of knowledge management, consisting of knowledge sharing, knowledge conversion, and knowledge storage,
has a significant positive effect on innovation and mediates the relationship between organizational factors
[24]. The overall knowledge management process creates an organizational environment that generates
innovative thinking supported by sharing knowledge and experiences and finding solutions to problems
together, improving the organization's innovative performance through practices facilitated by interactions
between individuals in the organization [25].

Universities can improve the quality of education, strengthen institutional competitiveness, and
contribute to the development of a knowledge-based society as key priorities in sustainable university
management. Evaluation of the management of the educational process and the development of managerial
decisions to set standards and measures of training and graduation of specialists according to the specified
results contribute to the development of a learning management system with a focus on graduation outcomes
[26]. Knowledge management has drawn insights, ideas, theories, metaphors, and approaches from a variety
of diverse disciplinary sources. The application of knowledge management improves innovation and
performance in higher education institutions [27]. In addition, knowledge management (KM) helps
organizations save time and costs, increase knowledge assets, and improve decision-making, efficiency, and
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innovation. The readiness of teachers in personal safety in innovative educational environments is still low;
concerns related to self-esteem and self-sensitivity must involve openness to culture, innovation, and safe
interactions with the surrounding environment [28]. Previous studies have shown that the implementation of
Knowledge Management (KM) in higher education still faces various challenges, especially in terms of
knowledge acquisition, sharing, and application.

The annual report of the Ministry of Education, Culture, Research, and Technology (2021) revealed
that scientific publications by lecturers in Indonesia are still low compared to neighboring countries in
Southeast Asia. The importance of digital assessment in the educational process is increasingly emphasized,
particularly in identifying opportunities to improve learning effectiveness and challenges to optimize
implementation [29]. It is crucial for higher education to take the lead in addressing barriers to the
Sustainable Development Goals (SDGs) with a multidisciplinary and collaborative approach [10]. Digital
skills training should be part of university training plans to prepare social workers for the challenges of the
digital age [30]. Organizing the learning process using technical tools can be beneficial for developers and
teachers in designing internet-based educational materials (ASI) and educational accessibility, but presents
challenges for technological adaptation. Strategic recommendations are provided to enhance culturally
responsive digital learning [9]. The development of university integration complexes is beneficial for
government and academic institutions studying educational integration processes [31]. Digital technology
literacy is one of the keys to knowledge management in universities. The integration of digital
transformation in organizations involves processes, practices, procedures, competencies, systems, and
models that are strategically transformed to take advantage of technological advances and their social
impacts.

Higher education institutions need to grow holistically to stay relevant to industry changes and not
lose attention (Alenezi, 2021). Digital literacy is closely related to digital competence, requiring more
didactic proposals than government policies [32]. Digital learning enhances innovation organizing the
learning process using technical tools can be useful for developers and teachers in designing internet-based
educational materials and accessibility but presents challenges for technological adaptation. Strategic
recommendations are provided to enhance culturally responsive digital learning [9]. Technology-based
knowledge management systems, such as research databases, online learning platforms, and digital
collaboration tools, play a vital role in accessing and sharing relevant information easily and quickly. The
main factor of acceptance of the digital educational environment in Russia and Belarus is activity-related
experience, not personality traits, with the experience of enjoyment and persistence as important elements
supporting the reliability of the results and recommendations for the development of the digital educational
environment [33].The implementation of knowledge management has a positive effect on organizational
performance, and training programs have a positive and significant effect on innovation [34]. The
digitalization model with two basic patterns, namely digital transformation strategy and digital innovation
strategy, highlights institutional reactions to efforts to adapt digital strategies to educational practices ([35].
Teachers have a moderate level of digital competence in the informational field in dimensions related to
storage and retrieval. The level of digital competence in the information field affects the degree of
knowledge about Big Data [36].

The selection of effective, didactic, and resource criteria to assess the effectiveness of blended
learning technologies has been proven, with students preferring didactic criteria and teachers prioritizing
resource criteria [37].Improving technological infrastructure and seminars, and encouraging the use of LMS
should be mandatory policies [38]. The use of digital technologies in education encourages students to
develop 21st-century skills through independent research, information selection, and projects. Open online
resources support learning, from individual assignments to comprehensive courses. The virtual education
process is enriched with software that facilitates the creation of courses from various sources of information
[39]. The balanced development of students' technological skills in higher education is essential for their
personal, social, and professional future for the quality of life, with the integration of relevant digital
technologies in the changing organization of academic work, in the relationship between learners, teachers,
and institutions, and in new ways of teaching and learning [40].Lecturers play a key role in the
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implementation of knowledge management because they are not only teachers but also creators, managers,
and leaders in sharing knowledge that can support the learning process and curriculum development.
Knowledge management among lecturers is not yet supported by conditions in the field.

Assessment of foreign students' satisfaction with distance learning at Russian universities resulted in
practical recommendations for improving digital, technological, and resource competencies in distance
education [41]. Emphasize the importance of collaboration and informal learning, but there is no model that
focuses on developing lecturers' capabilities in managing knowledge based on digital technology [2], [42]. In
addition, the Directorate General of Higher Education (2020) highlighted the low involvement of lecturers in
international research and global collaboration. The practice of storing knowledge is at a high level; the
application of knowledge is still a major challenge. Management support, appropriate incentives, and
readiness to adapt to environmental changes are needed to improve the implementation of knowledge
management.

1. METHODS

2.1 Research Design

This study uses a systematic review and meta-analysis (PRISMA) with a qualitative approach. The
PRISMA method presents a clear flowchart of all studies found, with excluded measures and exclusions
included in the systematic review [43]. The Systematic Literature Review (SLR) method with the PRISMA
(Preferred Reporting Items for Systematic Reviews and Meta-Analyses) approach was chosen to
systematically synthesize relevant knowledge and identify key elements in strengthening knowledge
management and digital literacy.In addition, this study also uses the thematic analysis aggregation method to
identify key themes from the literature reviewed to explore patterns that emerge from the qualitative data
collected, so as to provide an understanding of the factors that influence the strengthening of knowledge
management and digital literacy.

2.2 Search Criteria and Data Collection

The PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) method is a
guideline designed to improve the quality and transparency in reporting systematic reviews and meta-
analyses. In the discussion, researchers are expected to discuss the implications of their findings, as well as
compare the results with previous studies. Researchers can ensure that their systematic review and meta-
analysis reports meet international standards, thereby increasing the credibility and readability of the
research, including additional guidelines for specific types of analysis, such as individual data meta-analysis
and network analysis, demonstrating the flexibility and adaptability of these guidelines in the context of
evolving research [44].

2.3 Data Screening

Data screening follows the four steps of the PRISMA guidelines: identification, screening, eligibility,
and inclusion. These four steps are visualized by the article criteria, including 1. published in a Scopus-
indexed journal; 2. studies published between 2015 and 2024; and 3. studies published only in English.
Figure 1.

Identt caton of mew studes via databases and mgaters

Mertleaton

i |
Fig 1. PRISMA Diagram of The Article Selection Process
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In the first phase, the SCOPUS database was used for the search. This search strategy was used to
identify the search string that produced the most precise results based on the following terms: Knowledge
management AND, OR, Higher education AND Universities AND Digital Technology, 2024 or 2023 or
2022 or 2021 or 2020 or 2019 or 2018 or 2017 or 2016 or 2015, 39 Education or 3902 Education Policy,
Sociology and Philosophy, 4 Quality Education or 9 Industry, Innovation and Infrastructure, Article,
Education and Information Technologies or Education Sciences. Knowledge management is concerned with
how knowledge is created, stored, and applied in an organization, including higher education institutions.
Higher education and universities were used to ensure that the research analyzed focused on higher
education, rather than primary or secondary education. The use of the keyword digital technology aimed to
identify studies that discussed the role of technology in supporting knowledge management systems in
academic environments.

The search process in the SCOPUS database applies a combination of keywords using Boolean
operators such as AND and OR to expand or narrow the search scope. AND in searches such as "Knowledge
Management” AND "Higher Education” AND "Universities” AND "Digital Technology" ensures that the
results found cover all of these concepts, making them more specific and in accordance with research needs.
OR, as in the search for "Knowledge Management” OR "Digital Technology,” is used to obtain broader
results, including articles discussing either of the two concepts. The search is filtered by publication year
from 2015 to 2024 so that only the most recent and relevant articles are retrieved. Restrictions in categories
such as Education (39), Education Policy, Sociology and Philosophy (3902), Quality Education (4), and
Industry, Innovation, and Infrastructure (9) are applied so that the search results are in accordance with the
fields of education and innovation. The type of document selected is an article, so only scientific publications
that have gone through a peer review process are analyzed, ensuring the credibility and validity of the
information. This search strategy is expected to produce data that is more focused, comprehensive, and in
accordance with research objectives. Systematic search through discussion and preliminary research, search
terms were identified in Table 1.

Table 1. Inclusion/exclusion criteria

Inclusion Exclusion
1. Focus on digital technology integration in 1. General knowledge management frameworks without
higher education. focus on higher education.
2. Address knowledge management 2. Studies not directly addressing digital transformation.
capability models. 3. Articles with outdated or irrelevant methodologies.

3. Discuss the role of lecturers or educators
in adopting digital tools.

Journals relevant to the research model for improving lecturers' knowledge management capabilities
based on digital technology. This research is very important. It examines the use of digital technology in
higher education, which is increasingly crucial amidst the global push for distance learning and technological
advancements. Unlike previous studies that focused on general knowledge management frameworks. This
research focuses on the unique challenges and opportunities in higher education environments; lecturers
adapt to digital tools. This research contributes to understanding the real impact of technology integration on
teaching and knowledge management.

. RESULT AND DISCUSSION

3.1 Developing a Knowledge Management Strengthening Model with Digital Technology
Adaptation

In the current era of digital transformation, strengthening the knowledge management (KM) model
in the higher education sector is becoming increasingly important. Various studies show that the use of
digital technology in knowledge management plays a major role in increasing the efficiency of the academic
process [21]. The presence of digital technology can accelerate the process of collecting, storing, and
disseminating knowledge among lecturers and students and can create a more effective flow of information
[45]. Digital technology has been implemented in many higher education institutions; there are still various
challenges. The most common obstacles faced include limited infrastructure and the digital capability gap
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among lecturers [17]. In the context of developing a knowledge management model, it is not only necessary
to integrate digital technology, but it is also necessary to pay attention to aspects of training and mentoring to
improve digital literacy among lecturers. Previous studies have confirmed that the implementation of a
technology-based knowledge management system in the form of the use of online learning platforms and
digital collaboration tools has great potential to encourage knowledge sharing in higher education
environments [40].

The knowledge management strengthening model also needs to include the use of information
technology that can increase the capacity of lecturers in research activities, publications, and collaborative
learning to be more effective [14]. In addition, the adoption of appropriate digital technology can accelerate
the organization's adaptability to change, increase operational efficiency, and trigger innovation in the higher
education environment [3].Strengthening the Knowledge Management (KM) model based on digital
technology in higher education environments can increase the efficiency of academic processes and
accelerate the collection, storage, and dissemination of knowledge among lecturers. The implementation of
online learning platforms and digital collaboration tools has proven effective in encouraging a culture of
knowledge sharing and increasing the capacity of lecturers in research and scientific publications. In
addition, it is known that there are limitations in technological infrastructure and digital literacy gaps among
teachers. A holistic approach that includes strengthening infrastructure, improving digital skills through
training, and adopting the right technology is the key to creating a more innovative and adaptive academic
ecosystem. Another finding in the research analysis is that it is said that the integration of digital technology
not only focuses on technical aspects but also on developing human capacity to encourage sustainable
innovation in the world of higher education.

3.2 Analyzing Knowledge Management Elements to Improve Digital Literacy

Digital literacy is a crucial component in strengthening knowledge management in higher education
environments. Low literacy rates among teaching staff are still one of the obstacles in implementing
technology-based knowledge management systems [10]. The constraint of low literacy rates requires a
comprehensive and sustainable approach in efforts to improve digital literacy among lecturers. The approach
can be carried out through the implementation of ongoing training programs, improving technological
infrastructure, and formulating policies that support the use of digital technology in the academic process
[15].Based on the results of the studies that have been conducted, there are factors of ability in using
technological devices, mental readiness to adapt to digital developments, and institutional support in the
form of adequate policies and infrastructure [5]. In addition, factors of positive attitudes towards technology,
experience using digital devices, and skills in managing digital information also play an important role in the
development of a person's digital literacy [36]. When teaching staff have adequate digital literacy, they are
able to utilize technology to create an interactive, innovative, and collaborative learning environment [33]. In
the context of knowledge management, digital literacy is not only limited to the ability to use technological
devices but also includes skills in managing, processing, and utilizing digital information effectively.

Universities need to develop digital literacy training programs that are specifically designed to meet
the needs of lecturers and students in an effort to optimize the potential of learning process technology [8].
Digital literacy plays an important role in improving the effectiveness of the Knowledge Management
system in the university environment. This study successfully identified three main factors that contribute to
improving digital literacy among lecturers, namely technological factors, psychological and mental factors,
policy factors, and institutional support. Technological factors include the ability to operate hardware and
software, as well as the use of digital platforms for collaboration and information management. In addition,
psychological factors involve mental readiness to adapt to technological developments and a positive attitude
towards digital innovation. On the other hand, institutional support is needed, such as ongoing training
programs and policies that support technology integration, which are also important foundations for creating
a conducive digital ecosystem. Policies that support technology integration, ongoing training programs, and
adequate technology facilities are determining factors in creating a conducive digital ecosystem. One of the
important findings of this study is that digital literacy can help lecturers manage digital information more
effectively, process data, and produce new knowledge that is useful in the learning process.
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Lecturers' abilities in the field of technology can create a more interactive, innovative, and
collaborative learning environment that can improve the quality of education in universities. Another finding
is that a holistic and sustainable approach is needed to improve digital literacy. This study not only
emphasizes the technical aspects but also pays attention to mental readiness and institutional support, which
have previously been rarely discussed in depth. In addition, this study also proposes a digital literacy
development model that focuses on the needs of lecturers through a training program specifically designed to
improve their ability to utilize digital technology. Increasing digital literacy can be a strong foundation in
supporting a more effective knowledge management system in the university environment. In addition,
increasing digital literacy is expected to encourage the creation of a sustainable learning culture and produce
innovations that are beneficial for the development of science and technology in the university environment.

3.3 Designing a Knowledge Management Integration Model with Digital Technology

In the ever-evolving world of higher education, the integration of knowledge management with
digital technology is a necessity that cannot be ignored. This process requires a comprehensive strategic
approach, including designing a model that can improve the effectiveness of knowledge management in the
higher education environment. Based on the literature review that has been conducted, there are three
elements, namely, aspects of technology, processes, and organizational culture [34]. In addition, the
proposed model needs to consider aspects of training and mentoring for lecturers to improve their digital
literacy. As part of the academic community, especially lecturers, they need to have a good understanding of
how to use digital technology effectively in knowledge management. This training is not only technical but
also utilizes technology to strengthen the learning process, research, and scientific development and effective
knowledge management process must involve the collection, storage, and dissemination of knowledge by
utilizing digital means because technology alone is not enough. The knowledge management process needs
to run continuously and be well integrated into daily activities in educational institutions [39]. In addition, it
is important to note that an organizational culture that is able to foster knowledge-sharing habits that support
collaboration between individuals will accelerate innovation and strengthen the learning ecosystem in higher
education [24]. In the digital era, the use of technology-based learning platforms, online collaboration tools,
and cloud-based knowledge management systems has proven effective in increasing the involvement of
lecturers and students. The use of digital devices can facilitate the flow of information and knowledge that is
more integrated.

Technology can strengthen the organizational structure of knowledge sharing more systematically
and consistently. The use of appropriate technology will encourage innovation among academics, especially
lecturers, so as to produce scientific works and practical solutions to face current educational challenges [25].
The Knowledge Management (KM) integration model with digital technology in higher education provides
very valuable findings. This study successfully identified three key elements that are the main foundations of
KM integration, namely aspects of technology, processes, and organizational culture [34]. In addition, this
study also emphasizes the importance of developing digital literacy for lecturers to improve their ability to
utilize technology effectively in knowledge management [41].1t is important for lecturers to understand
technology technically and be able to use it to strengthen the learning process, research, and scientific
development. In addition, the results of the study also show that the use of digital technology, such as
technology-based learning platforms, online collaboration tools, and cloud-based knowledge management
systems, has been proven to facilitate the flow of information and increase the involvement of lecturers and
students. The existence of technology, collaboration, and innovation in the academic environment becomes
more structured and efficient, which can increase academic productivity and research quality [20].

Universities need to take concrete steps to develop a knowledge management integration model by
paying attention to aspects of technology, processes, and organizational culture to face challenges in the era
of digital transformation. The integration of knowledge management with digital technology in the higher
education environment requires an approach that includes aspects of technology, processes, organizational
culture, and the development of digital literacy. Universities can increase the effectiveness of knowledge
management, encourage innovation, and strengthen competitiveness in the global arena. The novelty of this
study lies in the holistic approach that combines technology, processes, and organizational culture
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comprehensively. In addition, the proposed model is also designed to improve the competitiveness of higher
education institutions at the global level by providing strategic solutions that are able to answer challenges in
the era of digital transformation [13].This study makes a significant contribution to improving the
effectiveness of knowledge management in higher education institutions through the integration of digital
technology. The approach that emphasizes the development of lecturers' digital literacy, strengthens the
culture of knowledge sharing, and utilizes appropriate technology is expected to be able to create an
innovative and highly competitive academic ecosystem in the digital era.

V. CONCLUSION

To strengthen the digital technology-based knowledge management model in the era of digital
transformation, the integration of technology into knowledge management in higher education has proven
effective in increasing the efficiency of academic processes and accelerating the collection, storage, and
distribution of information. The successful implementation of this technology depends not only on adequate
infrastructure but also on improving the digital literacy of lecturers.The crucial role of digital literacy in
knowledge management is a key factor in increasing the effectiveness of knowledge management systems.
Lecturers with strong digital skills are able to utilize technology to create interactive and innovative learning,
as well as increase research productivity and scientific publications. A holistic approach, involving the
development of technological skills, mental readiness, and institutional support, is needed to address the
digital divide that remains a challenge in many higher education institutions. The success of this integration
depends heavily on lecturers' readiness to adopt technology. With the right training and infrastructure
support, lecturers can utilize various digital platforms and tools to create interactive and collaborative
learning environments. An integrated model of knowledge management and digitalization in higher
education can strengthen competitiveness in the increasingly competitive digital era. Lecturers can optimally
utilize technology in the learning and research process to improve educational quality and institutional
competitiveness with the support of higher education infrastructure.

Continuous training and supportive policies can create a collaborative and innovative academic
ecosystem. The development of an effective knowledge management model in higher education relies
heavily on improving lecturers' digital literacy. Limited digital literacy is a major obstacle to the
implementation of technology-based knowledge management systems.An integrated model of knowledge
management with digital technology in higher education requires a strategy that encompasses three key
elements: technology, processes, and an organizational culture that supports technology utilization. With this
integration, involving technology, processes, and organizational culture, universities can create innovative
and responsive learning ecosystems to face competition in the education industry. The use of online learning
platforms, digital collaboration tools, and cloud-based systems has been proven to facilitate the flow of
information and strengthen collaboration among academics. By strengthening lecturers' digital literacy and
fostering a culture of knowledge sharing, universities can increase global competitiveness and foster
sustainable innovation. The integration model of Knowledge Management with digital technology can
improve knowledge management effectiveness, encourage innovation, and strengthen university
competitiveness in the era of digital globalization. The novelty of this research lies in its holistic approach,
encompassing technology, processes, organizational culture, and the development of lecturers' digital
literacy. Integrating knowledge management with digital technology is key to improving the efficiency and
effectiveness of academic processes in higher education institutions.
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